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Why is the following concurrent system correct?

User program Model of Network Card | Typical paper proof: Naive Machine Check Proof:

while (true) § "It is obvious that the two programs We consider a.II mterleavmgs. The resulting invariant
while (*flag_ptr = 8) {} only race on flag_ptr. So, the system | ©f the system is the following:

/ Begining of exclusive access can be reduced to the following:"

while (true) {
int n = *counter_ptr;
while (*flag_ptr # 0) {}

I Inductive I (mg: mem): lis I mg [P1 (S n);NICg] t P7_NIC1_no_data t n: mg !! pflag = Some 1 - C3_data t n: mg !! pflag = Some 1 - PB_NIC5_data t n: mg !! pflag = Some 8 - PB_NIC7_no_data t n: mg !! Some 1 is_Some (mg !! pdata
(*x* NIC at NIC® without da | P2_NICB_data t n: mg !! pflag = Some 8 - mg !! pdata = Some n - mg !! pflag = Some 1 - mg !! pdata = Some n - mg !! pflag = Some 1 - mg !! pdata = Some (S mg !! pflag = Some @ mg !! pdata = Some n mg !! pp = Some n —>
| PB_NICB_no_data t n: mg !! pflag = Some 1 - is_Some (mg !! pdata mg !! pp = Some n —> mg !! pdata = Some n - mg !! pp = Some (S n mg !! pdata = Some (S mg !! pp = Some (S n is_Some (mg !! pdata mg !! pp = Some (S n only_NIC_env t (seq 6

Mg !! Pflag = Some B —> mg !! pdata = Some n - mg !! pp = Some n —> only_NIC_env t (seq 8 mg !! pp = Some (S n only_NIC_env t (seq 8 mg !! pn = Some (S (S only_NIC_env t (seq 8 mg !! pp = Some n —> only_NIC_env t (seq 9| I mg [P7 n;NIC100p] Y
is_Some (mg !! pdata) —> mg !! pp = Some (S n only_NIC_env t (seq 8 I mg [Pg n;NICq B8] t only_NIC_env t (seq 8 I mg [Pg;NIC4 n] t only_NIC_env t (seq 8 I mg [Ps (S n);NICg n only_NIC_env t (seq 8 I mg [P2 (S n);NICy P8_NIC__loop_no_data
mg !! pp = Some n —> only_NIC_env t (seq @ I mg [P7 n;NICq B8] t P8_NIC1_data' t n: I mg [Pg;NIC3 n] t P__loop_NIC4_data t n: I mg [Pg;NIC5 n] t P6_NIC6_no_data t n: I mg [Pg;NIC7] t P3_NIC7_data t n: mg !! pflag = Some 8@
PY °® PY °® only_NIC_env t (seq 8 n I mg [P2 (S n);NICg] t P8_NIC1_no_data t n: mg !! pflag = Some 1 - P1_NIC3_data t n: mg !! pflag = Some 1 - P1_NIC5_data t n: mg !! pflag = Some 8 - P1_NIC7_no_data t n: mg !! pflag Some 1 is_Some (mg !! pdata
I mg [Pg;NICg] t | P3_NICB_data t n: mg !! pflag = Some 8 - mg !! pdata = Some n - mg !! pflag = Some 1 - mg !! pdata = Some n - mg !! pflag = Some 1 - mg !! pdata = Some (S mg !! pflag = Some @ mg !! pdata = Some n mg !! pp = Some n —>
— o | P1_NIC®_no_data t n: mg !! pflag = Some 1 - is_Some (mg !! pdata mg !! pp = Some n —> mg !! pdata = Some n - mg !! pp = Some (S n mg !! pdata = Some (S mg !! pp = Some (S n is_Some (mg !! pdata mg !! pp = Some (S n only_NIC_env t (seq |
1 = y
— Mg = Pflag = Some 8 —> mg !! pdata = Some n - mg !! pp = Some n —> only_NIC_env t (seq 8 mg !! pn = Some (S n only_NIC_env t (seq 8 mg !! pn = Some (S (S only_NIC_env t (seq 8 mg !! pp = Some n —> only_NIC_env t (seq 6| I mg [Pg njNICigop) Y
is_Some (mg !! pdata) | mg !! pp = Some (S n only_NIC_env t (seq 8 I mg [Pg n;NICq 1] t only_NIC_env t I mg [P1oop;NIC4 n] t only_NIC_env t (seq 8 I mg [Pg (S n);NICg n only_NIC_env t (seq 8 I mg [P3 (S n) 1;NICy P9_NIC__loop_no_data
E— mg !! pp = Some n = only_NIC_env t (seq © I mg [Pg n;NICq B8] t P9_NIC1_data t n: I mg [Pq (S n) I mg [P1 (S (S n));NIC P7_NICé_no_data t n: I mg [P1 n;NIC7] t P7_NIC7_data t n: mg !! pflag = Some 8@
only_NIC_env t (seq 8 n I mg [P3 (S n) 1;NICg P9_NIC1_no_data t n: mg !! pflag = Some 1 - (** NIC at NIC5 without P2_NIC5_data t n: mg !! pflag = Some B - P2_NIC7_no_data t n: mg !! pflag = Some 1 is_Some (mg !! pdata
U n I mg [P1 n;NICg] t | P7_NICB_data t n: mg !! pflag = Some 8 - mg !! pdata = Some n - mg !! pflag = Some 1 - PG_F‘G’ICS_no_déta tn: mg !! pflag = Some 1 - is_Some (mg !! pgata mg !! pflag = Some B - mg !! pdata = Some n mg !! pp = Some n —>
| P2_NICB_no_data t n: mg !! pflag = Some 1 - is_Some (mg !! pdata mg !! pp = Some (S n mg !! pdata = Some n - ’T'g !! pflag = Some 8 - mg !! pdata = Some (S mg !! pp = Some n —> is_Some (mg !! pdata mg !! pp = Some n —> only_NIC_env t (seq
Mg !! pflag = Some 8 —> mg !! pgata = Some n - mg !! pp = Some n —> only_NIC_env t (seq 8 mg !! pp = Some (S n is_Some (mg !! pdata mg !! pp = Some (S (S only_NIC_env t (seq @ mg !! pp = Some n —> only_NIC_env t (seq 8 I mg [P9;NICigop] t
L — is_Some (mg !! pdata) | mg !! pp = Some n = only_NIC_env t (seq 8 I mg [P9;NICy B] t only_NIC_env t mg !! pn = Some (S n only_NIC_env t (seq 8 I mg [P7 n;NICe n] t only_NIC_env t (seq 8 I mg [P7 n;NIC7] t P__loop_NIC__loop_no_|
— mg !! pp = Some n —> only_NIC_env t (seq 8 I mg [P9;NICy B] t P9_NIC1_data' t n: I mg ( only_NIC_env t (seq 8 I mg [P2 (S (S n))j; P8_NIC6_no_data t n: I mg [P2 n;NIC7] t P8_NIC7_data t n: mg !! pflag = Some 8
fr— only_NIC_env t (seq 8 n I mg [P7 n;NICg] t P__loop_NIC1_no_data t mg !! pflag = Some 1 - P3_NIC3_data t n: I mg [Pg;NICs n] t P3_NIC5_data t n: mg !! pflag = Some B - P3_NIC7_no_data t n: mg !! pflag = Some 1 is_Some (mg !! pdata
Im P2 n;NIC t : mg !!p = Some B - 1 = - mg !! = Some 1 - P1_NIC5_no_data t n: mg !! = Some 1 - i 1 mg !! = Some 8 - 1 = 1 =
g rALH 8 | P8_NICB_data t n: g Pflag mg !! pdata = Some n g Pflag - -ho_ g Pflag is_Some (mg !! pdata g Pflag ng !! pdata = Some n mg !! pp = Some n —>
— | P3_NICB_no_data t n: mg !! pflag = Some 1 - is_Some (mg !! pdata mg !! pp = Some (S n mg !! pdata = Some n - mg !! pflag = Some 8 - mg !! pdata = Some (S mg !! pp = Some n —> is_Some (mg !! pdata mg !! pp = Some n —> only_NIC_env t (seq
TQ !! pflag = Some 8 —> mg !! pdata = Some n - mg !! pp = Some n = only_NIC_env t (seq 8 mg !! pn = Some (S n is_Some (mg !! pdata mg !! pn = Some (S (S only_NIC_env t (seq 8 mg !! pn = Some n —> only_NIC_env t (seq 8 I mg [P1oop;NIC100p
is_Some (mg !! pdata) | mg !! pp = Some n —> only_NIC_env t (seq 8 I mg [P9;NICy 1] t only_NIC_gnv t (seq B mg !! pn = Some (S n only_NIC_gnv it seq (%] I mg [Pg n;NICs n] t only_NIC_env t (seq 8 I mg [Pg n;NIC7] t
mg !! pp = Some n = only_NIC_env t (seq 8 I mg [P1oop;NICy 8] t P__loop_NIC1_data t n: I mg [P3 (S n) 1;NIC3 Only_NIC_e,nv t seq @ I mg [P3 (S (S n)) 1;N P9_NIC6_no_data t n: I mg [P3 n B;NIC7] t P9_NIC7_data t n: (** NIC at NIC__loop wi
only_NIC_env t (seq 8 n I mg [Pg n;NICg] t mg !! pflag = Some 1 - P7_NIC3_data t n: I mg [Pq (S n);NIC5 n P7_NIC5_data t n: mg !! pflag = Some O - P3_NIC7_no_data' t n: mg !! pflag = Some 1
([ ] I mg [P3 n B;NICp] t | P9_NICB_data t n: (** NIC at NIC1 with dat mg !! pgata = Some n - mg !! pflag = Some 1 - P2_NIC5_no_data t n: mg !! pflag = Some 1 - is_Some (mg !! pgata mg !! pflag = Some B8 - mg !! pdata = Some n ! pflag
— | P3_NICB_no_data' t n: mg !! pflag = Some 1 - Pa_r\llllm_dataitsn: ] mg !! pp = Some (S n mg !! pdata = Some n - mg !l pflag = Some 8 - mg !! pgata = Some (S mg !! pp = Some (S n is_Some (mg !! pgata mg !! pp = Some (S n !! pdata = Some n
r— mg !! pflag = Some 8 —> mg !! pdata = Some n - Mg °: Pflag = Some i only_NIC_env t (seq 8 mg !! pn = Some n —> is_Some (mg !! pdata mg !! pn = Some (S n only_NIC_env t (seq 8 mg !! pp = Some n = only_NIC_env t (seq 8 Oy W = e G 0
is_Some (mg !! pdata) — mg !! pp = Some (S n mg !! pdata = Some n - I mg [P1oop;NIC1 B] t only_NIC_env t (seq 8 mg !! pn = Some (S n only_NIC_env t (seq @ I mg [P9;NICs n] t only_NIC_env t (seq B I mg [Pg;NIC7] t only_NIC_env t
1 = ( . . H
— mg !! pp = Some n —> only_NIC_env t (seq @ mgRUIEPnEsESone (SN P__loop_NIC1_data' t n| I mg [P7 n;NIC3 n] t only_NIC_env t (seq 8 I mg [P7 (S n);NICs n P__loop_NIC6_no_data t I mg [P3 n 1;NIC7] t P__loop_NIC7_data t n I mg [Pg;NIC100p
only_NIC_env t (seq 8 n I mg [Pg;NICe] t Onlv-NICTGDV t (seq 8 mg !! pflag = Some 1 - P8_NIC3_data t n: I mg [P2 (S n);NIC5 n P8_NIC5_data t n: mg !! pflag = Some 8 - P4_NIC7_no_data t n: mg !! pflag = Some 1 F’T_'fIIC_loopj
® I mg [P3 n 1;NICp] t | P_loop_NICB_data t n: I mg [Pg;NIC1 ] t mg !! pgata = Some n - mg !! pflag = Some 1 - P3_NIC5_no_data t n: mg !! pflag = Some 1 - is_Some (mg !! pgata mg !! pflag = Some @ - mg !! pgata = Some n Mg *: Pflag =
| P4_NIC®_no_data t n: mg !! pflag = Some 1 - PBJ\IJIICLdatai tn: ; mg !! pp = Some (S n mg !! pdata = Some n - mg !l pflag = Some 8 - mg !! pgata = Some (S mg !! pp = Some (S n is_Some (mg !! pgata mg !! pp = Some (S n mg !! pdata =
Mg '! Pflag = Some 8 —> !! pdata = Some n - "g o Pflag B e only_NIC_env t (seq 8 mg !! pn = Some n = is_Some (mg !! pdata mg !! pn = Some (S n only_NIC_env t (seq 8 mg !! pp = Some n = only_NIC_env t (seq 8| mg !! pn = Some (S n
is_Some (mg !! pgata) —> !! pp = Some (S n '! Pdata = Some n I mg [P1oop;NIC1 1] t only_NIC_env t (seq 8 mg !! pn = Some (S n only_NIC_env t I mg [P1oop;NICe n] t only_NIC_env t (seq 8 I mg [P1oop;NIC7] t only_NIC_gnv t (seq ¢
. mg !! pp = Some n —> _NIC_ ! pn = Some I mg [Pg n;NIC3 n] t only_NIC_env t (seq 8 I mg [Pg (Sn I mg [P4 n;NIC7] t mg [P1 (S n);NIC1oq
only_NIC_env t (seq 8 -NIC. * NIC at NIC2 with dat P9_NIC3_data t n: I mg [P3 (S n) B;NICs P9_NIC5_data t n: (** NIC at NIC6 with dat P5_NIC7_no_data t n: (** NIC a i 2_NIC__loop_
I mg [P4 n;NICg] t ) _NIC2_data t n: mg !! pflag = Some 1 - P3_NIC5_no_data' t n: mg !! pflag = Some 1 | PB_NIC6_data t n: mg !! pflag = Some B - PB_NIC g !! Pflag =
— | P5_NIC®_no_data t _ = ' pflag = Some 1 - mg !! pgata = Some n - mg !! pflag = Some 8 - mg !! pgata = Some (S mg !! pflag = Some 1 - ! pdata = Some n mg ! p '! pdata =
mg !! pflag PB_NIC1_no : Hd ! pdata = Some n - mg !l Sn is_Some (mg !! pdata 1 Some (S (S !l pdata = Some (S 11 is_Some g !! Pn = Some (S n
mg !! pdat mg !! pflg ! ! pp = Some (S n a ( 1 nly_NIC_env t (seq
9 ata n
mg !! ph = S is_Some 1 _NIC_env t (seq 8 9 | 1 mg P2 (S n);NICjqqf
g n
only_NIC_env t (seq 8 mg !! pp a = seq @ Pg;NIC2] t : : ~ : P3_NIC__loop_data t n|
S L I m; P5 n;NICg tq ogly,NIc (S n);NICq B NICZ,éata t n: f - A : 1 | _NIC__ A mg !! pflag = Some 1
| P6_NICB_no_data t n: I mg [Pg - tn: g !! Pflag = Some 1 - g ! H 1 - ! mg !! pdata = Some n
— [ mg ! p = Some 8 | P1_NIC1 t n: ! mg !! =s - - i " ( is_S 1 =s s
g - Pflag - -no_tdatd : g ‘* Pdata ome n mg !! pp = Some (S n ( 1s_some Mg *: Pn ome n
— I , mg !! pgata = Some n mg !! pflag = Some 8 - = mg !! pp = Some (S n only_NIC_env t (seq 8 mg !! pp only_NIC_env t
mg !! pp = Some n —> is_Some (mg !! pdata = only_NIC_env t I mg [P1oop;NIC3 nl t NiC_ ' only_NIC_ I mg [P3 (S n)
only_NIC_env t (seq @ mg !! LNIC_ I mg ( g ¢ . 3 : I mg [P1 n;NIC1oop] t P7_NIC__loop_data t n
Q I mg [Pe n;NICp] t only_NI i o : X o 1" - P2_NIC ata Pflag = Some 1
| P7_NICB_no_data t n: I mg [Pq ! Pflag = Some 1 - A - : 2l mg ! p e @ Pdata = Some n
mg !! pflag = Some B8 | P2_NIC1_nd J ! pdata = Some n - is_Some ata g !! Pn = Some n =
is_Some (mg !! pdata mg !! pflag i ! pn = Some (S n mg !!' p L= nly_NIC_env t (seq §
@ mg !! pp = Some n —> is_Some (mg !! pdata mg !! pp = Some (S n = only_NIC_env t (seq 8 : NIC_env t (seq B g only_NIC_env t (seq 9| I mg [P7 n;NIC100p] Y
only_NIC_env t (seq 8 (§ mg !! pp = Some n —> only_NIC_env t (seq 8 I mg only_NIC_env t I mg [Ps (S n);NIC5 n only_NIC_ env t P2 (S (S n));NIC P8_NIC7_no_data t n: I mg [P2 njNIC100p) t P8_NIC__loop_data t n|
I mg [P7 n;NICg] t only_NIC_env t (seq @ I mg [P2 (S n);NICqy 8 P3_NIC2_data t n: I mg [Pg;NIC4 n P6_NIC5_no_data t n: I mg [Pg;NICs n P3_NIC6_data t n: mg !! pflag = Some B - P3_NIC__loop_no_data ' pflag = Some 1
m | P8_NICB_no_data t n: I mg [P2 n;NICq B] t P2_NIC1_data' t n: mg !! pflag = Some 1 - P1_NIC4_data t n: mg !! pflag = Some 8 - P1_NIC6_no_data t n: mg !! pflag = Some 1 - is_Some (mg !! pdata mg !! pflag = Some 8@ ! pdata = Some n
m mg !! pflag = Some 8 —> | P3_NIC1_no_data t n: mg !! pflag = Some 1 - mg !! pdata = Some n - ! pflag = Some 1 - mg !! pdata = Some (S Tg !! pflag = Some 8 - mg !! pdata = Some (S mg !! pp = Some n —> is_Some (mg !! pdata mg !! pp = Some n —>
is_Some (mg !! pgata) — Mg !! pflag = Some 8 - mg !! pdata = Some n - mg !! pp = Some (S n !! pdata = Some n | mg !! pp = Some (S n is_Some (mg !! pdata mg !! pp = Some (S (S only_NIC_env t (seq @ mg !! pp = Some n —> only_NIC_env t (seq 6
mg !! pp = Some n —> is_Some (mg !! pdata mg !! pp = Some (S n only_NIC_env t (seq 8 mg !! pp = Some (S n only_NIC_env t (seq 8 mg !! pp = Some (S n only_NIC_env t (seq 8 I mg [Pg n;NIC7] t only_NIC_env t (seq 9| I mg [Pg n;NIC100p
H only_NIC_env t (seq 8 (§ mg !! pp = Some n —> only_NIC_env t (seq 8 P3 (S n) 1;NIC only_NIC_env t I mg [Pg (S n);NIC5 n only_NIC_env t (seq @ I mg [P3 (S (S n)) 15N P9_NIC7_no_data t n: I mg [P3 n B;NIC1o0p P9_NIC__loop_
I mg [Pg n;NICg] t only_NIC_env t (seq @ I mg [P2 (S n);NICq 1 _ : Img ( P7_NIC5_no_data t n: I mg [P1 (S n);NICs n P7_NIC6_data t n: mg !! pflag = Some B - P3_NIC__loop_no_data' mg !! pflag =
| P9_NICB_no_data t n: I mg [P3 n B;NICq B] t P3_NIC1_data t n: !l pflag = Some 1 - P2_NIC4_data t n: mg !! pflag = Some 8 - P2_NIC6_no_data t n: mg !! pflag = Some 1 - is_Some (mg !! pgata mg !! pflag Some B mg !! pdata =
mg !! pflag = Some 8 —> | P3_NIC1_no_data' t mg !! pflag = Some 1 - !! pdata = Some n - mg !! pflag = Some 1 - is_Some (mg !! pdata mg !! pflag = Some 8 - mg !! pdata = Some (S mg !! pp = Some n —> is_Some (mg !! pdata mg Pn = Some
is_Some (mg !! pgata) —> mg !! pflag = Some 8 - mg !! pdata = Some n - mg !! pp = Some n —> mg !! pdata = Some n - mg !! pp = Some n —> is_Some (mg !! pdata mg !! pp = Some (S n only_NIC_env t (seq @ mg !! pp = Some n —> only_NIC_env t
mg !! pp = Some n —> is_Some (mg !! pdata mg !! pp = Some (S n only_NIC_env t (seq 8 mg !! pn = Some (S n only_NIC_env t (seq 8 mg !! pn = Some (S n only_NIC_env t (seq 8 I mg [Pg;NIC7] t only_NIC_env t (seq 9| I mg [P9;NIC100p
only_NIC_env t (seq © n mg !! pp = Some n = only_NIC_env t (seq 8 I mg [P7 n;NIC2] t only_NIC_env t I mg [P7 n;NICs n] t only_NIC_env t (seq 8 I mg [P7 (S n);NICg n P__loop_NIC7_no_data f I mg [P3 n 1;NIC100p P__loop_NIC
I mg [Pg;NICg] t only_NIC_env t (seq 8 I mg [P3 (S n) 1;NICq P8_NIC2_data t n: I mg [P2 (S n) P8_NIC5_no_data t n: I mg [P2 (S n);NICs n P8_NIC6_data t n: mg !! pflag = Some O - P4_NIC__loop_no_data mg !! pflag
| P_loop_NICB_no_data t n I mg [P3 n 1;NICq B] t P3_NIC1_data' t n: mg !! pflag = Some 1 - P3_NIC4_data t n: mg !! pflag = Some B - P3_NICé_no_data t n: mg !! pflag = Some 1 - is_Some (mg !! pdata mg !! pflag = Some B Mg !! pdata = Some n
|| || mg !! pflag = Some 8 —> | P4_NIC1_no_data t n: mg !! pflag = Some 1 - mg !! pdata = Some n - mg !! pflag = Some 1 - is_Some (mg !! pdata Mg !! pflag = Some 8 - mg !! pdata = Some (S mg !! pn = Some n —> is_Some (mg !! pgata mg !! pp = Some (S n
. is_Some (mg !! pgata) —> mg !! pflag = Some 8 - mg !! pdata = Some n - mg !! pp = Some n —> mg !! pdata = Some n | mg !! pp = Some n —> is_Some (mg !! pdata mg !! pp = Some (S n only_NIC_env t (seq @ mg !! pp = Some n —> only_NIC_env t (seq 6|
mg !! pp = Some n —> is_Some (mg !! pdata mg !! pp = Some (S n only_NIC_env t (seq 8 mg !! pn = Some (S n only_NIC_env t (seq 8 mg !! pn = Some (S n only_NIC_env t (seq 8 I mg [P1oop;NIC7] t only_NIC_env t (seq 9| I mg [P1oop;NIC100p
I I only_NIC_env t (seq @ n mg !! pp = Some n = only_NIC_env t (seq 8 I mg [Pg n;NIC2] t only_NIC_env t (seq 8 I mg [Pg n;NICs n] t only_NIC_env t (seq @ I mg [Pg (S n);NICs n I mg [P4 n;NICigop] t .
. I mg [P1oop;NICg] t only_NIC_env t (seq @ I mg [P3 (S n) 1;NICq P9_NIC2_data t n: I mg [P3 (S n) 1;NIC4 P9_NIC5_no_data t n: I mg [P3 (S n) B;NICs P9_NIC6_data t n: (** NIC at NIC7 with daf P5_NIC__loop_no_data
[r— , [r— I mg [P4 n;NICq B8] t P7_NIC1_data t n: mg !! pflag = Some 1 - P7_NIC4_data t n: mg !! pflag = Some O - P3_NIC6_no_data' t n: mg !! pflag = Some 1 - PB_NIC7_data t n: mg !! pflag = Some 8 Theorem steps_I : V:dum
(x* NIC at NIC® with data | P5_NIC1_no_data t n: mg !! pflag = Some 1 - mg !! pdata = Some n - mg !! pflag = Some 1 - is_Some (mg !! pdata mg !! pflag = Some 8 - mg !! pdata = Some (S mg !! pflag = Some 1 ng !! pdata = Some n steps ctx ({[pn*8;p
| PB_NICB_data t n: mg !! pflag = Some 8 - mg !! pdata = Some n - mg !! pn = Some (S n mg !! pdata = Some n - mg !! pp = Some (S n is_Some (mg !! pdata mg !! pp = Some (S (S mg !! pdata = Some n - mg pn = Some n —> I mg_cs t.
* * mg !! pflag = Some 1 —> mg !! pdata = Some n - mg !! pp = Some n = only_NIC_env t (seq 8 mg !! pn = Some n —> only_NIC_env t (seq 8 mg !! pn = Some (S n only_NIC_env t (seq 8 mg !! pn = Some (S n only_NIC_env t (seq 8 AT WY [ —CEUELDEE
— ng !! pdata = Some n —> mg !! pp = Some n —> only_NIC_env t (seq 8 I mg [Pg;NIC2 only_NIC_env t (seq 8 I mg [Pg;NIC5 n] t only_NIC_gnv t (seq 2} I mg [P9;NICs n] t only_NIC_env t (seq @ I mg [Ps n;NIC1oop) t
— . mg !! pn = Some (S n) - only_NIC_env t (seq 8 I mg [P7 n;NICq B8] t P__loop_NI - I mg [P7 n;NIC4 n] t P__loop_NIC5_no_data t I mg [P3 (S n) 1;NICe P__loop_NICé_data t n: I mg [Pg;NIC7] t P6_NIC__loop_no_data
only_NIC_env t (seq 8 n I mg [P5 n;NICq 8] t P7_NIC1_data' t n: mg !! pflag P8_NIC4_data t n: mg !! pflag = Some B - P4_NIC6_no_data t n: mg !! pflag = Some 1 - P1_NIC7_data t n: mg !! pflag Some B
[E— [E— I mg [Pg;NICq] t | P6_NIC1_no_data t n: mg !! pflag = Some 1 - mg !! pgata = Some n - mg !! pflag = Some 1 - is_Some (mg !

1 ! pdata mg !! pflag = Some 8 - mg !! pgata = Some (S mg !! pflag = Some 1 mg !! pgata = Some n

. | P1_NIC®_data t n: mg !! pflag = Some 8 - mg !! pdata = Some n - mg !! pp = Some (S n mg !! pdata = Some n - mg !! pp = Some (S n is_Some (mg !! pdata mg !! pp = Some (S (S mg !! pdata = Some n - mg !! pp = Some n —>
mg !! pflag = Some 1 —> mg !! pdata = Some n - mg !! pp = Some n = only_NIC_env t (seq 8 mg !! pn = Some n —> only_NIC_env t (seq 8 mg !! pn = Some (S n only_NIC_env t (seq 8 mg !! pn = Some (S n only_NIC_env t (seq 8

mg !! pdata = Some n —> mg !! pp = Some n —> only_NIC_env t (seq 8 I mg [P1oop;NIC2] t only_NIC_env t (seq 8 I mg [P1oop;NIC5 n] t only_NIC_env t (seq 2] I mg [P1oop;NICe n] t only_NIC_env t seq @ I mg [Pg n;NIC1oop] t

. , , , . . . mg !! pp = Some (S n) - only_NIC_env t (seq 8 I ng P7 n;NICq 1] t I mg Pg n;NIC4 n] t I L P4 (S n);NICg n I ng P1 (S n);NIC7] f P7_NIC__loop_no_data
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Dynamic-ownership annotations enable
le concurrent-program proofs through

optimistic symbolic execution

Dynamic-ownership annotations (data btr): Optimistic symbolic execution

Our paper proof relies on the insight that all accesses FllaIEREI =R Using the dynamic-ownership annotations, we optimistically execute
to data_ptr and counter_ptr are race-free. (data_ptr); programs until they access a global memory location or terminate. This

— \We have added ownership annotations to our language to encode || 9enerates side conditions to verity the annotations.

those insights in the code: TAKE(data_ptr)  UNTAKE(data_ptr) Naive symbolic o
: execution: °
Simple concurrent-program proofs

Using dynamic-ownership annotations and optimistic symbolic
execution, we only need to reason about the interleaving of accesses
to flag_ptr. We can thus reuse the paper proof invariant which has 4

states instead of 152!

O ETTEL I Machine

checked concurrency .
proofs are more complex SIMP
than paper ones.

Nothing in data_ptr

NI

Execution with our optimistic symbolic executer:

Y- -0 N
\33686 0000,

Annotation-correctness side conditions

Paper
proof
Invariant

*data_ptr = *counter_ptr - 1

(» key user provided proofs! =)
Lemma I_is_invariant: ¥V (s1 s2: state) (t1 t2: trace),
I s1t1 = run_0SE s1s2 t2 = I s2 (t1 + t2).

flag_ptr # 0

?
cases, one for each state of the invariant x)

?
cases, one for each transition *)

Annotation-
correctness side
conditions

Results and future work

We have proved correctness of systems that use locks implemented
using Compare-and-Swap or Peterson’s algorithm using the same
Invariant as the paper proofs. We plan to add modularity reasoning
using contextual-refinement and automatic invariant generation.

Lemma annotations_correct: V s t,
I s t = state_ok s.
using

Proved once
and for all

Iheorem goal: V¥ s t, runsse s t = P t.
using I_implies_P,
I_is_invariant, annotations_correct. =




